Building indifferentiable compression functions from the PGV compression functions by Gauravaram, P. et al.
Building indifferentiable compression functions from the PGV compression functions - DTU
Orbit (09/11/2017) 
Building indifferentiable compression functions from the PGV compression functions
Preneel, Govaerts and Vandewalle (PGV) analysed the security of single-block-length block cipher based compression
functions assuming that the underlying block cipher has no weaknesses. They showed that 12 out of 64 possible
compression functions are collision and (second) preimage resistant. Black, Rogaway and Shrimpton formally proved this
result in the ideal cipher model. However, in the indifferentiability security framework introduced by Maurer, Renner and
Holenstein, all these 12 schemes are easily differentiable from a fixed input-length random oracle (FIL-RO) even when
their underlying block cipher is ideal. We address the problem of building indifferentiable compression functions from the
PGV compression functions. We consider a general form of 64 PGV compression functions and replace the linear feed-
forward operation in this generic PGV compression function with an ideal block cipher independent of the one used in the
generic PGV construction. This modified construction is called a generic modified PGV (MPGV). We analyse
indifferentiability of the generic MPGV construction in the ideal cipher model and show that 12 out of 64 MPGV
compression functions in this framework are indifferentiable from a FIL-RO. To our knowledge, this is the first result
showing that two independent block ciphers are sufficient to design indifferentiable single-block-length compression
functions.
 
General information
State: Published
Organisations: Department of Applied Mathematics and Computer Science , Cyber Security, Queensland University of
Technology, Shahid Rajaee Teacher Training University, Tata Consultancy Services
Authors: Gauravaram, P. (Ekstern), Bagheri, N. (Ekstern), Knudsen, L. R. (Intern)
Number of pages: 35
Pages: 547-581
Publication date: 2016
Main Research Area: Technical/natural sciences
 
Publication information
Journal: Designs, Codes and Cryptography
Volume: 78
Issue number: 2
ISSN (Print): 0925-1022
Ratings: 
BFI (2017): BFI-level 1 
Web of Science (2017): Indexed yes 
BFI (2016): BFI-level 1 
Scopus rating (2016): SJR 0.64 SNIP 1.393 CiteScore 1.09 
Web of Science (2016): Indexed yes 
BFI (2015): BFI-level 1 
Scopus rating (2015): SJR 0.604 SNIP 1.095 CiteScore 0.82 
BFI (2014): BFI-level 1 
Scopus rating (2014): SJR 0.73 SNIP 1.441 CiteScore 0.99 
Web of Science (2014): Indexed yes 
BFI (2013): BFI-level 1 
Scopus rating (2013): SJR 0.788 SNIP 1.447 CiteScore 0.92 
ISI indexed (2013): ISI indexed yes 
Web of Science (2013): Indexed yes 
BFI (2012): BFI-level 1 
Scopus rating (2012): SJR 0.849 SNIP 1.519 CiteScore 0.98 
ISI indexed (2012): ISI indexed yes 
Web of Science (2012): Indexed yes 
BFI (2011): BFI-level 1 
Scopus rating (2011): SJR 0.964 SNIP 1.309 CiteScore 1.08 
ISI indexed (2011): ISI indexed yes 
Web of Science (2011): Indexed yes 
BFI (2010): BFI-level 1 
Scopus rating (2010): SJR 0.864 SNIP 1.094 
BFI (2009): BFI-level 1 
Scopus rating (2009): SJR 0.878 SNIP 1.324 
BFI (2008): BFI-level 1 
Scopus rating (2008): SJR 0.836 SNIP 1.095 
Scopus rating (2007): SJR 0.724 SNIP 1.114 
Scopus rating (2006): SJR 0.807 SNIP 1.093 
Scopus rating (2005): SJR 0.673 SNIP 1.277 
Scopus rating (2004): SJR 0.915 SNIP 1.258 
Web of Science (2004): Indexed yes 
Scopus rating (2003): SJR 0.921 SNIP 1.474 
Scopus rating (2002): SJR 0.675 SNIP 0.725 
Scopus rating (2001): SJR 1.434 SNIP 1.333 
Scopus rating (2000): SJR 0.708 SNIP 1.048 
Scopus rating (1999): SJR 0.882 SNIP 1.391 
Original language: English
Compression function, Generic MPGV, Generic PGV, Hash function, Indifferentiability
DOIs: 
10.1007/s10623-014-0020-z 
Source: FindIt
Source-ID: 277200410
Publication: Research - peer-review › Journal article – Annual report year: 2016
 
